Using Carbon — Part Il

Remote access

Michael Sternberg
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Access Policies

® | ogin nodes
» from inside Argonne (incl. VPN): directly

clogin.cnm.anl.gov

» from offsite: through ssh gateway

TOP
SECRET

mega.cnm.anl.gov
» Access using Argonne domain account
» DOE-compliant password/passphrase* required

Y/
® Compute nodes N
» normally via PBS jobs only |

> interactive ssh possible — when your job is running
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SSH gateway access — Getting started

m Establish a test tunnel, register gateway
home windowl> ssh -L 33301l:clogin:22 \
argonne id@mega.cnm.anl.gov
® Connect through the tunnel, register target host

home window2> ssh -p 33301 argonne id@localhost

home

h (sys) 22

——

T 3330] @ei— )

clogin

e
e

|
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Tunnel configuration — OpenSSH

® On home machine, create or add to ~/.ssh/config

NoHostAuthenticationForLocalhost yes

Host mega

M Hostname
host User
aliases LocalForward

__\ LocalForward
\\focalForward
Host carbon
Hostname
User

Port
ForwardX11l

mega.cnm.anl.gov
argonne id

33301 clogin:22

33343 wiki.inside.anl.gov:443
33380 cmgmt1:80 ‘\\:R

localhost Bonus: intranet web access
argonne_id

33301 https://localhost:33343/
yes http://localhost:33380/

ForwardX1l1lTrusted yes

B sample in /home/share/network/ssh-config.sample

AAAAAAAAAAAAAAAA

Users’ Week 2008 — Short Course Vemo 16
4



Tunnel configuration — Putty

® configure sessions

R PuTTY Configuration x g PUTTY Configuration x

[ Basic options for your PUTTY session A Basic options for your PUTTY session

1P address ——

‘Specify your connection by host name or 1P address ——

Protocol:
O Raw O Tenet ) Rlogin I © s5H I

mega.cnm.anlgov

ocoh
ORaw  OTenet O Rlogin

Samion || losdsave ordoteasoredsesion———— il P ——
Translation [ affacdon Translation f =
Selection | [mesa | ] Selection catbon
Lot Defauk: Settings " L ot Defaul Settings Tl
Data &R putT¥ configuration x P =
Proxy Category: Proxy =
Telnet Logging - Options controling S5H port forwarding Telnet L
Rlogin - Terminal Rlogin
- SSH Yerboard Port forwarding e
Kex Bel [ JLocal ports accept connections from other hosts. Kex T TT
Auth Features [CJRemote ports do the same (S5H-2 only) Auth { O mays O Never ( Only on dlean ext J
KL yindow Forwarded ports: %11
Tunnel: Appearance Tunnels v
Selection
Colours Add new forwards
Connection Source port
Data. 3
Proty Destination
Telnet @ Local Remote ™ Dina
Rlogin © Auto O1ped 0 O e
T G 8 putty tunnel
Auth
[ Tunnets |
: Web  Results 1 - 10 of about 138,000
o
Ar onne° Users’ Week 2008 — Short Course 17
8
NATIONAL LABORATORY
2R PuTTY Configuration x 28 PuTTY Configuration x
Cateqgory: Cat
-l Session l A [ Basic options for your PUTTY session “ A Basic options For your PUTTY session
Fagglng Specify your connection by host name or IP address ——, N 9aing Specify your connection by host name or IP address ——
- Terminal - Terminal
Keyboard Keyboard
Bell mega.cnm.anl.gov Bell I localhost
Features rotocol: Features Protocol:
~ Window ) Raw ) Telnet ) Rlogin I &) 55H I ~ Window ) Raw O Telnet ) Rlogin I @) 55H I
Appearance Appearance
PP . ~Load, save or delete a stored session —————————————— PP . ~Load, save or delete a stored session
Behaviour X Behaviour X
Translation ~Saved Seccione Translation ~Saved Secdione
Selection mega | | Selection carbon | |
Colours i Colours i
Default Settings Load Default Settings Load
- Connestion, [—J - Canngction l—J
" Data & " Data -
TP e prong
Telnet Telnet
Rlogin Rlogin
N SSHK a PuTTY Configuration * ¥ SSHK
e; ex .
. Close window on exit:
Ay Category: P e M ) Always () Never (= Only on clean exit J
s Logaing - Options controlling SSH port forwarding = 3§ -]
" va
14| ;-Terminal ~Port forwarding Toritels he
Keyboard )
About Bell || Local ports accept connections from other hosts About [ Open ] [ Cancel ]
Features [ IRemote ports do the same (S5H-2 only)
~ Window Forwarded ports:
Appearance
Behaviour
Translation
Selection
Colours Add new forwarde
~ Connection Source port
Data o
Proxy Destination
Telnet Local €
Rlogin &) Auto O IPv4 O IPvE . H H
- 5o http://www.unixwiz.net/
Kex
Auth .
techtips/putty-openssh.htmi
v
r 1 r Al




Tunnel use

® (Re-)establish tunnel

home windowl> ssh -v mega

® Open login session

home window2> ssh carbon

® Multiple uses, plus file transfer

home window3> ssh carbon
home window4> scp -p file carbon:path/to/dir/

home window4> scp -p carbon:path/to/dir/file
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Other tunnel applications

® [nteractive file transfer
home> sftp carbon

® Cluster status
http://localhost:33380/ganglia

® Web documentation
https://localhost:33343/cnm/HPC

home (5y5)
- 33301 @
ﬁ 33343 @»
Ny 33380 Ncmgmtl
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ssh public keys — concept

® Encryption of data traffic
» Locked by one key, unlocked by another
» Key stored as separately encrypted file
» Agent enables password-less connections

® [nitialization
1. Create ssh key pair
2. Copy public key to destination system(s)
3. Type passphrase into agent — once per desktop session

B Same principle across all ssh implementations

> details vary — mostly in ssh-agent startup
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ssh public keys — initialization

m Create ssh key pair
> use a strong passphrase

home> ssh-keygen -t rsa

Enter passphrase (empty for no passphrase):
Enter same passphrase again:

Your identification has been saved in /Users/home_id/.ssh/id_rsa.
Your public key has been saved in /Users/home id/.ssh/id rsa.pub.

®m Copy public key to Carbon*

home> scp -p ~/.ssh/id rsa.pub carbon:

loginl> cat ~/id_rsa.pub >> ~/.ssh/authorized keys
loginl> rm ~/id _rsa.pub

g
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ssh-agent — general operation

m Usually started by OS on login — when keys are present
® Negotiates access for each connection
» Mac OS X 10.4 — Tiger

. = install SSHKeychain.app, from www.sshkeychain.org
= no longer updated, still usable

—~ Enter your password for the SSH key "id_rsa".
» Mac OS X 10.5 — Leopard .-
Password: |sssssssssssssssssssassed |
= aUtomatIC’ USIng KeyChaIn .app* ;i:?n::lr:x::sword in my keychain
T ——————————————————
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ssh-agent — Linux, Windows A e
) 4
» Linux (Gnome, KDE, ...)
ﬁ Enter the passphrase for: butler@redoak
= usually automatic Fossphese , ‘
() Save this passphrase in my keyring
(gnome-ssh-askpass or similar) EEDRTR
Shortcut to pageant.exe Properties
General | Shortcut | Compatibiity | Security
E Shortcut to pageant.exe
» Windows ,
Target location: bin Eé;vﬁ ﬁe
- u Se Pageant fro m the Putty S u ite Target: C:\bin\pageant.exe C:\bin\putty-privkey.ppk
» http://www.chiark.greenend.org.uk/~sgtatham/putty/
= instructions:
» http://www.unixwiz.net/techtips/putty-openssh.html
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Remote file access

m File transfer methods E '

» Command line — for bulk and batch
= scp, sftp, rsync

» GUI applications — quirky @4@
= Fugu, Cyberduck, WinSCP

® File system mounts
» Linux FUSE, MacFUSE, SftpDrive
sshfs carbon: /tmp/carbonhome

> full semantics; stat(2) is slow

= Cp, mv, rm, ... also: In, open in applications ExpanDrive
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Analysis and visualization —
on-cluster vs. “at home” processing

® Analysis on cluster

» access cluster with X11 forwarding

» run graphics on cluster, display at home
® Analysis at home

» transfer files or mount file system

Pewo

7

» run and display at home
®m Factors
> sizes: data vs. graphics; refresh rate
» network bandwidth
> software: availability, usability
» turnaround time

25
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Remote graphics using X11

®m X711 server must be running on home machine
m X11Forwarding — already configured
home:~/.ssh/config
® Verify setup and functionality:
loginl> echo $DISPLAY

localhost:14.0

» (details vary by connection)
loginl> xload
® Start applications:

gnuplot, rasmol, wvmd,

- (Bor)
e
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Gnuplot frontend “pl
® Quickly fire up gnuplot for routine analysis
loginl> pl --help
Usage: pl [-tty|-ps|-eps|-cps|-term term] [-set option] [-u using] [-w style]
[...] [datafile ...]
Reads data from stdin or specified file[s] and feeds them to the
gnuplot "plot" command, either simultaneously or in sequence [-seq].
Data file interpretation:
- may contain "y" only, "x y", "x yl y2 .."
- comments ("#" first on line) and empty lines permitted.
- embedded lines starting with "#@" are used as gnuplot commands
just prior to plotting current file
- optional embedded column labels as "# columns: labell | label2 ..."
Gnuplot commands are merged (in this order) from:
internal defaults, ~/.plrc, .plrc, command line, data files
Author: Michael Sternberg <sternberg@phys.uni-paderborn.de>, 1995-2003
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